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Requirements

XIA Configuration Server Requirements

XIA Configuration Server is a Web Based application that can be hosted on a Windows
Server running IIS.

The following requirements must be met for the installation

The Server must be running Windows Server 2003 or Windows Server 2008.
Windows Vista and Windows 7 are supported for test and evaluation purposes only.

Microsoft .NET 3.5 must be installed
I1S must be installed

ASP.NET installed into 1IS with the ASP.NET v2.0.50727 Web Service Extension
Enabled

When installing onto Windows Server 2008 please ensure that the following Role
Services are installed for 11S

o Application Development > ASP.NET

0 Security > Windows Authentication

SQL Server Requirements

XIA Configuration Server requires that Microsoft SQL Server 2005 or SQL Server 2008
Express Edition with Advanced Features or greater Edition be installed before XIA
Configuration Server is itself installed. Please note the following:

SQL Server can be installed either on the same Server as XIA Configuration or an
alternative Server

The XIA Configuration Database stores potentially sensitive information such as
Account Names and IP Addresses and therefore the server hosting both the XIA
Configuration Server Application and the SQL Server Instance should be suitably
secured. It is recommended that Microsoft's best practices for SQL Server installation
and security should be followed.

For purposes of Security and Performance it is recommended that the SQL Instance
used should be dedicated for XIA Configuration, this is however not a requirement.

Microsoft Clustering (MSCS) of SQL Server is supported by XIA Configuration Server
if required

NOTE: If you use a case Sensitive Collation please ensure that the credentials for the
XIA Server Account are entered in the correct case during setup.

If you currently do not have a suitable SQL Server Installation you can download SQL Server
2008 Express from the Microsoft Web Site

www.microsoft.com/express/sql/download/
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XIA Configuration Server Access Requirements

XIA Configuration Server Users access the system by a Standard Web Browser; the following
Browsers are currently supported

Internet Explorer 8
Internet Explorer 7
Firefox 3.5

Firefox 3

Firefox 2
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Installation

The XIA Configuration Server is a Web Based Server Application that can be hosted by IIS on
either Windows 2003 or Windows 2008 Server.

Please ensure that the prerequisites are met on the Requirements Section before proceeding.

As your network infrastructure or that of your customers range in complexity XIA
Configuration can be deployed in different ways.

The following Diagram shows the simplest setup of XIA Configuration Server.
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XIA Configuration Deployment Example A - Basic Deployment

XlA Configuration Server

X|A Configuration Server Running as
DEMO\_XIAServer Windows 2000/2003

DNS Servers

DEMO-SRVO1 ik XIA Client Service running as Wl Remote Registry / Remote File Access
: DEMOY_XIAService .
Windows Server
Microsoft IS

Windows NT/2000/2003
Server

Database Accass
=
e

SQL Database Servers

b

)
Q
S
DEMOQ-5QL01 User Connected Explanation
Windows Server _ _ ) -
SQL Server In ‘.:'.I basic r:,f_:nnﬁgl.:lratmn all Senfers. and workstations are within
a single Active Directory Domain called DEMO and are not

separated by Firewalls.

: The XIA Configuration Server also runs the X1A Configuration
Windows 2000, XP and Vista Client Service which runs as DEMO\_XIAService which has
Workstations permissions to connect to the Servers and Workstations
through W1 and Remote Registry.




Install XIA Configuration

1. On the Server onto which you wish to install XIA Configuration Server start the XIA
Configuration MSI file

i'g‘ YIA Configuration Server Setup ) x|

Welcome to the XIA
Configuration Server Setup
Wizard

The Setup Wizard will install XIA Configuration
Server on your computer. Click "Mext” to continue
or "Cancel” to exit the Setup Wizard.

Why put off until tomaorraw what you can automate today?

= Back I Mext = I Cancel |

2. Please carefully read the license agreement and select whether you agree to the
terms
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3. Select the installation directory

il_‘,!‘l XIA Configuration Server Setup

Select Installation Folder

This is the folder where ¥IA Configuration Server wil be installed.

To install in this folder, dick "™Mext”,. Ta install to a different folder, enter it below or didk
"Browse",

Folder:
IC: \Program Files\CEMTREL Solutions\¥XIA Configuration’, Browse...

Advanced Installer

Cancel |

4. Select the Virtual Directory name. This will be created under the Default Web Site of
the local IIS server.

ji XIA Configuration Server Setup x|

Virtual Directory

Select the IIS Virtual Directory Mame

Virtual Directory Mame

IXIACnnﬁguraﬁDnl

Please enter the Virtual Directory name for accessing this XIA
Configuration Server,

The default is to access this Server via
http:/WIN-R IYEGSDISE]KIAConfiguration

Advanced Installer

< Back I Mext = I Cancel
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5. Determine if you wish to run XIA Configuration Sever using the Network Service
account (recommended for a standard installation) or using specific credentials (more
secure if the server is used for multiple functions.

i'-:!:“ XIA Configuration Server Setup

IIS Service Credentials

Select the IIS ice Credentials Twpe

% {ize the Metworl Service Account:

" Use specific credentials

Advanced Installer

< Back I fext = I Cancel
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6. If you decide to use specific credentials for the XIA Server Account enter these on the
following form and click validate to validate the user account and password.

NOTE: If you are using the Network Service account please proceed to the following
step.

ji XIA Configuration Server Setup x|

Web Server User Account

Enter the credentials used to run the XIA Configuration Service

Username
I

Daomain
IDEMO-EKB

Password

| Validate |

"W This user account is used to host the XIA Configuration Web
Site and access the SQL Server Database. Itis not used to
scan network devices and reguires minimal priviledge.

Advanced Installer

< Back I Mewxt = I Cancel

XIA Configuration Server Account

This account will be used to access the XIA Configuration Database on the SQL Server and
will be given full access to the configuration and data files on the XIA Configuration Server.

The Account:

Should be dedicated for this purpose

Should not be given any specific privileges - all access will be configured by setup
Has access to the potentially sensitive data within the XIA Configuration Database
such as User Accounts and IP Addresses - therefore this account should have a
suitably complex password.

Will be configured as the Database Owner of the XIA Configuration Database

Will be added to the IIS_ WPG or IIS_IUSRS group

Can be a Domain or Local account if SQL Server is hosted on the same machine as

XIA Configuration, however should be a Domain account if SQL Server is hosted on
an alternative Server.
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7. Enter the Database server name and database name. If the database is running on a
named instance enter in the format servername\instancename for example
localhost\sglexpress. The default database name is XIAConfiguration. Click “Validate”
to validate this configuration.

ji XIA Configuration Server Setup x|

Database Settings

Enter the database settin

SCL Instance Mame
Ill:u:alhl:ust'n,sqlexpress

Database Mame
I?&'IACDnﬁguraﬁDn

Advanced Installer

< Back Mext = Cancel

8. Select your XIA Configuration license file when prompted

i'—E’ XIA Configuration Server Setup

License File

Select a XIA Configuration License file

License File

C:\13.lic

Please select your XIA Configuration Workgroup, Enterprise ar Trial
License file,

If you do not have a license file then dick the link below to download one.

Download Trial License

Advanced Installer

« Back Mext = Cancel
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9. Enter the XIA Configuration Service Account password when prompted and click
validate to validate the account name and password. This account is used to scan the
network infrastructure therefore this account needs access to the items that you wish
to scan.

ji XIA Configuration Server Setup X|

Client Service Account

Enter the credentials for scanning the network

Username

Daomain
IDEMD—EKB

Password

| Validate |

This account is used to connect to and document machines on
1) the network, This account therefore needs suffident privilege
- to perform these tasks.

Advanced Installer

< Back I Mext = I Cancel
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10. Enter the TCP Port number that the Client Service will listen for requests from the XIA
Configuration Server and the Administrative Tools

11. Selecting “Preconfigure the Client Service” will allow setup to configure the XIA
Configuration Client Service to scan the local Active Directory Domain for Servers
and Computers and document Active Directory on a weekly basis. You can modify or
delete this preconfigured Scan Profile by using the Administrative Tools when the
install is complete.

{7 XIA Configuration Server Setup |

Client Settings

¥IA Configuration Client Settings

TCP Port

3091

¥ Preconfigure the Client Service

Pre-configures the XIA Configuration Client to run weekly network
scans and upload the data to this XIA Configuration Server.

Advanced Installer

« Back I Mext = I Cancel

12. Setup will now begin.
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13. When the installation is complete you are able to “View Server” which launches your
default web browser to the XIA Configuration Address.

You can also Configure Client which allows you to configure the detailed Scan
Configuration including what to scan, and when.
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Scanning your Infrastructure

1. Once installed access the server by clicking “View Server” or by accessing the XIA
Configuration URL from a browser.

2. Select the Scan Client button in the browser

3. Click Connect. If you selected to Preconfigure the client a Scan Profile will be created for
you called “Default Profile” click Scan Now to start the Scan.
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4. If you did not preconfigure the Client or you wish to have full control over your Scan
Configuration click the “Configure Client” button or select the XIA Configuration Client
item from the StartMenu.

From here you can configure this or other Scan Profiles, configure what the Scan Profiles will
scan and Schedule these Scans to run on a regular basis. Click Help > Contents and Index
for more details.
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Need more Help?

If you would like more Help with XIA Configuration please contact us on
support@centrel-solutions.com
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Common Problems

You are prompted for a password when you attempt to access the
XIA Configuration Server Web Interface.

Issue
When using Vista or Windows 2008 you find you are prompted for a password — clicking
cancel displays an authorisation error

Cause
This is caused by the local server not being in your Intranet Zone and therefore the browser is
not passing your current credentials to XIA Server.

Solution
Add the XIA Configuration URL to your Intranet Zone and ensure that access to the XIA
Configuration Server is not being sent via a Proxy Server.

Setup fails with a “Service failed to start” error.

Issue
During the XIA Configuration Server installation you receive a Service failed to start error
message.

Cause

Setup grants the XIA Configuration Service account the Logon as a Service right during the
installation, however if your network has a Group Policy in effect that configures the users
granted this right then this setting is overwritten.

Resolution
Modify the Group Policy object that is setting the Logon as a Service right, or alternatively use
a logon that already has this right as the XIA Configuration Service account.
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Validation Errors connecting to SQL Server

Issue
SQL Validation fails with “The server was not found or was not accessible”

Cause

This is a standard SQL Server troubleshooting error — several reasons could account for the
XIA Setup application not being able to communicate with the SQL Server.

Solution

Ensure that the SQL Server name has been entered correctly

Ensure that the SQL Server name can be resolved by the server onto which you are
installing XIA Configuration Server.

If using a named instance, ensure that the instance name has been correctly entered
in the format servername\instancename.

The instance name can be confirmed from the Services management console. In this
example the instance name is XCS,

When connecting to a SQL Server on a remote machine ensure that your user
account has the appropriate permissions.

When connecting to a SQL Server on a remote machine ensure that remote TCP
connections are enabled for the SQL Instance.

Ensure there are no hardware or software firewalls blocking SQL access between the
XIA Configuration Server machine and the SQL Server.
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